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DESAIN DAN TESTING KEAMANAN JARINGAN KOMPUTER
DENGAN NETWORK-BASED INTRUSION PREVENTION SYSTEM (NIPS)
MENGGUNAKAN METODE VULNERABILITY ASSESSMENT DAN
PENETRATION TESTING

Ahmad Novel Gadran

ABSTRAK

Internet membawa begitu banyak kemudahan dan telah memberikan
kontribusi yang sangat besar nilainya untuk masyarakat, internet digunakan sebagai
sarana mencari informasi dalam pembelajaran, komunikasi antar dosen dan
mahasiswa, sarana penyimpan informasi, dan sebagainya. Universitas Bakrie
pernah mengalami percobaan serangan pada bulan februari tahun 2015 yang berasal
dari jaringan internal Universitas Bakrie. Hal ini terjadi tanpa sepengetahuan Biro
Teknologi Informasi (TI) Universitas Bakrie karena tidak terdapat sistem yang
dapat mendeteksi intrusi pada jaringan internal Universitas Bakrie. Dari
permasalahan tersebut, Biro TI membutuhkan suatu sistem untuk melakukan
pengawasan tindakan intrusi dalam jaringan Universitas Bakrie. Intrusion
Prevention System (IPS) adalah suatu sistem keamanan yang dibangun dengan
teknik firewall dan metode Intrusion Detection System (IDS). IPS bertindak
layaknya firewall yang akan memberikan akses dan dikombinasikan dengan metode
IDS untuk mendeteksi setiap paket yang melintas dalam suatu jaringan. Pada
penelitian ini, peneliti menggunakan Network-based Intrusion Prevention System
(NIPS) dengan metode Signature-based. Penulis melakukan desain dan uji kinerja
NIPS dengan menggunakan metode Vulnerability Assesssment dan Penetration
Testing. Berdasarkan hasil uji, NIPS dapat mendeteksi serangan, tetapi memiliki
permasalahan dalam pencegahan.

Kata Kunci : IPS, IDS, NIPS, Signature-based, Vulnerability Assessment,
Penetration Testing
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DESIGN AND TESTING COMPUTER NETWORK SECURITY WITH
NETWORK-BASED INTRUSION PREVENTION SYSTEM (NIPS) USING
VULNERABILITY ASSESSMENT AND PENETRATION TESTING
METHOD

Ahmad Novel Gadran

ABSTRACT

The internet brings so many conveniences and has contributed greatly to the
community, the internet is used as a means of finding information in learning,
communication between lecturers and students, information storage facilities, and
so on. Bakrie University had experienced an attempted attack in February 2015
from internal Bakrie University networks. This happened unnoticed by the Bakrie
University Information Technology (IT) Bureau because there was no system that
could detect intrusions on Bakrie University's internal network. From these
problems, the IT Bureau needs a system to monitor intrusion in the Bakrie
University network. Intrusion Prevention System (IPS) is a security system built
with firewall techniques and Intrusion Detection System (IDS) methods. IPS acts
like a firewall that will provide access and be combined with the IDS method to
detect every packet that crosses a network. In this study, researchers used Network-
based Intrusion Prevention System (NIPS) with Signature-based methods. The
author designs and tests the performance of NIPS by using the Vulnerability
Assessment and Penetration Testing methods. Based on test results, NIPS can detect

attacks, but has prevention problems.

Keywords : IPS, IDS, NIPS, Signature-based, Vulnerability Assessment,

Penetration Testing
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