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IMPLEMENTASI SISTEM MONITORING KEAMANAN JARINGAN 

BERBASIS SURICATA DAN ELASTIC STACK 

DI INSTANSI ABC 

 

Alfredo Juliansa Sitohang 

ABSTRAK 

Instansi ABC merupakan instansi pemerintah yang terdiri dari masing-masing 

unit kerja, dimana salah satu unit kerja memiliki tugas dalam pengamanan jaringan. 

Instansi ABC membentuk tim Security Operation Center (SOC) dalam 

menyelenggarakan pengamanan jaringan yang memiliki salah satu tugas yaitu 

melakukan monitoring traffic jaringan. Tim SOC mengalami kesulitan dalam 

mendeteksi dan menganalisis anomali traffic sehingga membutuhkan sistem 

monitoring keamanan jaringan yang dapat mendeteksi anomali traffic yang berpotensi 

menjadi serangan siber. Anomali traffic dan serangan siber dapat dideteksi 

menggunakan Intrusion Detection System (IDS) dengan metode pendeteksian yaitu 

signature-based. Pada penelitian ini dilakukan implementasi sistem monitoring 

keamanan jaringan yang terdiri dari IDS Suricata dan Security Information and Event 

Management (SIEM) yang terdiri dari Elasticsearch, Filebeat, dan Kibana dari Elastic 

Stack. Dari penelitian yang telah dilakukan dihasilkan bahwa sistem monitoring 

keamanan jaringan berbasis Suricata dan Elastic Stack dapat mendeteksi serangan 

siber berupa SQL injection dan Cross Site Scripting (XSS) dan menghasilkan sebuah 

visualisasi dalam bentuk Dashboard dan Discover sehingga mempermudah tim SOC 

dalam mendeteksi dan menganalisis anomali traffic dan serangan siber. Dari 

penelitian yang telah dilakukan dihasilkan bahwa penerapan rules default Suricata 

dengan penambahan rules custom lebih efektif dalam mendeteksi berbagai serangan 

SQL injection dan XSS dibandingkan dengan hanya penerapan rules default Suricata. 

Kata Kunci: Serangan Siber, Suricata, Elastic Stack, SQL Injection, XSS. 
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IMPLEMENTATION OF NETWORK SECURITY MONITORING SYSTEM 

BASED ON SURICATA AND ELASTIC STACK 

AT ABC AGENCY 

 

Alfredo Juliansa Sitohang 

ABSTRACT 

ABC agency is a government agency consisting of each work unit, where one of the 

work units has duties in network security. ABC agency formed a Security Operation 

Center (SOC) team in organizing network security which has one of the tasks of 

monitoring network traffic. The SOC team has difficulty detecting and analyzing 

traffic anomalies, so they need a network security monitoring system that can detect 

traffic anomalies that have the potential to become cyber attacks. Traffic anomalies 

and cyber attacks can be detected using an Intrusion Detection System (IDS) with a 

detection method that is signature-based. In this research, a network security 

monitoring system consisting of IDS Suricata and Security Information and Event 

Management (SIEM) consisting of Elasticsearch, Filebeat, and Kibana from Elastic 

Stack was implemented. From the research that has been done, it is found that the 

network security monitoring system based on Suricata and Elastic Stack can detect 

cyber attacks in the form of SQL injection and Cross Site Scripting (XSS) and 

produce a visualization in the form of Dashboard and Discover, making it easier for 

the SOC team to detect and analyze traffic anomalies and cyber attacks. From the 

research that has been done, it is found that the application of Suricata default rules 

with the addition of custom rules is more effective in detecting various SQL injection 

and XSS attacks compared to only applying Suricata default rules. 

Keywords: Cyber Attacks, Suricata, Elastic Stack, SQL Injection, XSS. 
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