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OPTIMALISASI CODE PENGEMBANGAN RESTAPI MELALUI
PENERAPAN UNIT TESTING DAN CODE QUALITY

INDRA FIRMANSYAH MULYANTO

ABSTRAK
Skripsi ini berfokus pada Optimalisasi ini dilakukan melalui penerapan unit
testing dan penggunaan alat pemantau kualitas kode, SonarQube. Tujuan dari
penelitian ini adalah untuk meningkatkan kualitas kode, mengurangi jumlah bug,
dan meningkatkan efisiensi pengembangan aplikasi. Metodologi yang digunakan
melibatkan pengembangan iteratif, di mana setiap iterasi mencakup pengujian unit
dan analisis kualitas kode. SonarQube digunakan untuk mengidentifikasi

kelemahan dalam kode dan memberikan rekomendasi perbaikan.

Hasil penelitian menunjukkan bahwa penerapan unit testing secara konsisten
dapat mengurangi kesalahan dalam kode dan meningkatkan keandalan aplikasi
kesalahan pada API, jika menerapkan unit test sebelum menjalankan aplikasi kita
dapat 100% work running namun jika tidak menerapkan unit test API only have
60% working mungkin aplikasi dapat berjalan namun jika ada perubahan dari sisi
diluar aplikasi yg kita buat sendiri namun berdampak pada aplikasi yg kita buat itu
dapat menjadi masalah seperti contoh perubahan type field pada database atau
perubahan object response pada surronding. Selain itu, penggunaan SonarQube
membantu dalam mendeteksi dan memperbaiki masalah kualitas kode, seperti
duplikasi kode dan kompleksitas yang berlebihan. Dengan demikian, aplikasi yang

dihasilkan lebih stabil, aman, dan mudah untuk dikembangkan lebih lanjut.

Kata Kunci: Microservice, REST API, Java, Spring, Unit Testing, SonarQube,
Optimalisasi Code.
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OPTIMIZATION OF THE DEVELOPMENT CODE THROUGH THE
APPLICATION OF UNIT TESTING AND CODE QUALITY

INDRA FIRMANSYAH MULYANTO

ABSTRACT

This thesis focuses on optimizing code in the development process of a
microservice Authentication REST API using the Java programming language and
the Spring Boot. The optimization is achieved through the implementation of unit
testing and the use of a code quality monitoring tool, SonarQube. The objective of
this research is to enhance code quality, reduce the number of bugs, and improve

the efficiency of application development.

The research results indicate that consistent application of unit testing can
reduce errors in the code and increase application reliability. Additionally, the use
of SonarQube helps detect and rectify code quality issues, such as code duplication
and excessive complexity. Consequently, the resulting application is more stable,
secure, and easier to maintain for future development. The code optimization
approach used in this research demonstrates that application quality can be
significantly improved by integrating good testing practices and code quality tools

into the development process.

Keywords: Microservice, REST API, Java, Spring, Unit Testing, SonarQube,
Code Optimization.

Vi



Universitas Bakrie

DAFTAR ISI

OPTIMALISASI CODE PENGEMBANGAN RESTAPI MELALUI

PENERAPAN UNIT TESTING DAN CODE QUALITY .|
HALAMAN PERNYATAAN ORISINALITAS....ccevvinvrninsunssensessarssassanssasssassns i
HALAMAN PENGESAHAN.....ccoviiniiininnninnissnsisssissssssssssssssssssosssssssssssssssssosses ii
UCAPAN TERIMA KASTH ....cuuiinniinninnsninsncssanssnssssssssssssssssssssssssssssssssssassssssssss iii
HALAMAN PERNYATAAN PERSETUJUAN PUBLIKASI iv
ABSTRAK c...ucuenuonnernnenininsannerssesssisssssssssasssssssssssssssssssssasssssssssssssssssssssassssssssssssssssss v
ABSTRACT ..uuuiiriciniensnicsensisssesssisssssssssssssssssessssssssssssssssssssssssssssssssssssssssssssssss vi
DAFTAR ISL.uuciiiiiiiicsuicsensecssicssisesssesssnssssssssssisssssssssssssssssssssssssssssssssssssssssss vii
DAFTAR GAMBAR X
DAFTAR TABLE xiii
BAB 1 PENDAHULUAN ...cciinniinnicsnnsssissssssssssssssssssosssssssssssssssssssssssssssssasssssssses 1
1.1.  Latar BelaKang ........ccccoooiiiiiiiiiiiie et 1
1.2, Rumusan Masalah .........c.cccooiiiiiiiiii e 3
1.3, Batasan Masalah.......c...ccocoiiiiiiiiiiii e 3
1.4, Tujuan Penelitian ..........cccoeviiiiiiiiiiiie e e 4
1.5. Manfaat Penelitian ...........ccocoeeiiiiiiiiiiiiiiieeeeee e 4
1.6.  Sistematika PenuliSan ...........ccocoeiiiiiiiiiiiniieeeee e 4
BAB II TINJAUAN PUSTAKA ....cooiiiiiiiiinninsninsniessisssnessssssssssssssssssssssssssosass 6
2.1 Penelitian Terkait ..........cocoeveiiiiiiiiiii e 6
2.2.  REST API (Representational State Transfer Application Programming
F111S) o o) IR 11
2.3, SPIINZ BOOL ...ttt 12
0 S U 5§ 1 A T 5 1 o USRS 13
2.5, Code QUality TOOIS .....ccecuiiieiieeeiieeeie e e 14
BAB III METODOLOGI PENELITIAN 16

vii



Universitas Bakrie

3.1, Kerangka Penelitian ..........cccceeeriiieiiieeiiieeiieeeee e 16
3.1.1 Identifikasi Masalah..........ccccooieviriiinieiinienieceee e 17
3.1.2  Studi LIEratur ....cocueeieeiiiieiieieeeetesieeeeee e 17
3.1.3 Pengembangan REST API (Versi 1 & Versi 2).....ccceccevveevevvennenne. 17
3.1.4 Implementasi Unit Testing dan SonarQube ...........ccceeveerverierrennenne. 18
3.1.5 Pengujian dan Evaluasi.........ccccceevieriieniiniiiieeiieeecee e 18
3.1.6  Penyusunan Kesimpulan dan Saran.............ccccceeveeniieiiienieenieennnnn. 19

3.2, Jenis Penelitian.......cccooiiiiiiiiniiiiiiieieceee e 19

3.3, Desain Penelitian..........cooieieriiiiiiiienieieeieseeeeeee e 20
3.3.1 Pengembangan REST APIL.......c.cccooevviiiiiiiiiiieeeeeeeee e 21
3.3.2  Penerapan Unit Testing dan Code Quality Tools.........c..ccceeeevrennnnne. 22
3.3.3  Pengujian dan Evaluasi .........ccccceevieviiiiniiniiiieeieeeeeeee e 23

3.4.  Populasi dan Sampel .........c.cooiiiiiiiiiiiii e 23

3.5.  Teknik Pengumpulan Data...........cccoceeiiiiiiiiiiiiieeeee e 24
3.5.1 Pengujian Unit (Unit TeStING)......ccceeveeriiriiniiiinieneeienicieereeeene 25
3.5.2  Analisis Kualitas Kode (SonarQube) ...........cccceeviieniiniieniiiiiene 26
3.5.3 Perbandingan Hasil Antara Versi 1 dan Versi2 .......ccccoceevveiennnne. 27

3.6. Alatdan Bahan..........ccoooiiiiiiiiiiii e 27

BAB IV SIMULASI 29

4.1.  Development Code........cccouviriiiiriiiieiiieeieeeciee et eee e esaee e e 29
411 PaACKAZE «.eveieiieeeiie et 30
4.1.2 ANNOLAION...ccutiiiiiiiiiiiieeieeee ettt 30
4.1.3  CONTIGUIALION ..eeeiiireiiieeiiie ettt e ereeeree e eesebeeeereeenneeens 31
4.1.4  CoNIOLIET ..o 33
415 EXCOPON...ciiiiiiiiiii ettt ettt et ettt ete e e st e e s eeeaeesnseeenaeeens 35
A.1.60 MOAEL ... 37
417 REPOSITOTY weeeeuviieeiiieeeiieesieeesteeesteeeriteeeareesteeesseeessseeessseesnnseesnsseeans 40
41,8 SEIVICE...uiiiuiieiieeiieeee ettt ettt ettt ettt 42
O R O ) OSSR 44
4.1.10  AuthenticationApplication.java .........c.ceceereeeriienieerieeneeeieeseeenne 45

4.2, Hasil SONAr SCAN ......cceviiriiiiiieiieieeeeeee e 45

4.3, Hasil Unit TEStING .....oevuiiiiieiieiiieiie ettt e 48



Universitas Bakrie

4.4, Comparison Result..........cccoeviiiiiiiiieiiieceeeee e 52
441 UNIE TEST ittt sttt e 52
442  Sonarqube Result ........c.cocoveiiiiiiiiieieeceeeee e 56

BAB V KESIMPULAN DAN SARAN 58
4.5, KeSIMPUIAN ..cvviiiiiiiieiiecieee ettt 58
4.0, SATANL....coiiiiiiiieiiee ettt 59

DAFTAR PUSTAKA 60

X



Gambar 3.
Gambar 3.
Gambar 3.
Gambar 3.
Gambar 3.
Gambar 4.
Gambar 4.
Gambar 4.
Gambar 4.
Gambar 4.
Gambar 4.
Gambar 4.
Gambar 4.
Gambar 4.
Gambar 4.
Gambar 4.
Gambar 4.
Gambar 4.
Gambar 4.
Gambar 4.
Gambar 4.
Gambar 4.
Gambar 4.

Gambar 4.

Universitas Bakrie

DAFTAR GAMBAR
1 Kerangka Penelitian ...........cceevcvieeriieieiieieiie e 16
2 Diagram /authentication/token/generate-token.............c........... 21
3 Diagram /authentication/user/profile .........c..cccevveriinenennenne. 22
4 Testing Pyramid ..........ccceeviieiieiiieniieieeieeee e 25
5 Perbandingan TeSting ........c..cccvveeeriieeeiieeeieeeee e 25
L Project StrUCTUTE ........cc.uveeeeeiiieeeeiieeeeeeeee e eeieee e 29
2 PaCKAZES . eeeuvieeiiie ettt e 30
3 ANNOAtiON ClASS ...ovvveriieiiiiiiiiieieeiercee s 30
4 Custom aNNOTATION .....cccueeevieriiieiiesie et iee et 30
5 Configuration Package..........cccceeiieiiiiiieniiiieeeeeeeeeee, 31
6 JWTInterceptor Code......c.oovuiiniiinieniieiiecieeieeere e 31
7 Code Mongo Cofiguration ...........ccceeeveeeveeeieenieeneeesieenieeneeene 32
8 Code Redis Configuration..........ccceeeeeveerieneenieneeneenienieneenens 32
9 Code Web Configuraton.............ceceeveeeiieeniienieenieeieeeee e 33
10 Code CheckController...........oocueeviiiiiiniiiiiiiciceiceee 33
11 Code TokenController...........oocueevieniiiniiniieieeieeee e 34
12 Code UserController ............coecueeiieniienieniieiieeieesee e 34
13 Code GlobalExceptionHandler .............cccoceeeiiniiiniiiiiennne 35
14 Code GlobalExceptionHandler ............cccccveevviiiiniieiniircinenne 36
15 Code GeneralEXCeption .........cceeeeveeeeieeeriieeiiee e eeee e 36
16 Code ResourceNotFoundExXception..........ccceeeeeieeneeeieennnnnne 36
17 Code UnauthorizedEXCeption ..........ccecevevvieniieeieenieeiieeie 37
18 Code GenerateTokenRequest ..........coccvveeviieinieeiiiieeiiie e 37
19 Code GenerateTokenResponse..........cccveevveeeeieeenieeenieeeniienns 38



Gambar 4.

Gambar 4.

Gambar 4.

Gambar 4.

Gambar 4.

Gambar 4.

Gambar 4.

Gambar 4.

Gambar 4.

Gambar 4.

Gambar 4.

Gambar 4.

Gambar 4.

Gambar 4.

Gambar 4.

Gambar 4.

Gambar 4.

Gambar 4.

Gambar 4.

Gambar 4.

Gambar 4.

Gambar 4.

Gambar 4.

Gambar 4.

Gambar 4.

Universitas Bakrie

20 UserProfileResponse........ccccveevieriieeiieiiecieecie e 38
21 Code MasterPageACCESS ......cevvieruieeiieniieeieeeiie e 39
22 Code MasterProfile ..........coooeeeiieiiiiiiiiiieceeeeeee 39
23 Code MaSterUSET ......cc.eeeuieiieeiieiie et 40
24 Code Page AccessRepOSItOry.......ccceeevierieeiieniieeiieeieeiieeeenn, 40
25 Code ProfileRepoSitory.......cceeveruieeiiienieeiieniie et 41
26 Code USETREPOSILOTY ....eeevvieeiiieeiieeeiieeeeeeciee e 41
27 Code GenerateToKkenService ........ccuveeevveeecieeencieeesiie e, 42
28 Code JWESETVICE...uveeuveiieiieiieiieie ettt 43
29 Code ProfileService ........oceeverierierienieieeiesieee e 43
30 Code CommoOnHEIPET .......ooevvviieiiieciieeeece e 44
31 Code COoNStaNtS .......cccueeeevieeiieeeiieeecieeeeieeeereeesreeeeree e 44
32 Code CONSLANLS ...c..eervermiiriiiiieieniienieeie et 45
33 Code AuthenticationApplication..........c.cccueeevveerieeenieeeneeeenne 45
34 SonarQube Security ISSUE ........cccceeviiiiiiriieieieeeee e, 46
35 SonarQube Found Medium Issue unused field........................ 46
36 SonarQube Found Adaptability.........c.ccecveeeciiiencieeniieeieeee, 47
37 SonarQube What Detail issues code Adaptability .................. 47
38 SonarQube Table Graphic fixing issue code..........ccueeennnennnee. 48
39 SonarQube Passed Scan ..........ccccveeeeiiieeciiieciieecee e 48
40 UnitTest TokenControllerTest ..........cccoceevervieriinenienienenene 49
41 UnitTest UserControllerTest ...........cocoeeeiienieniiiniieniienienieene 50
42 UnitTest GenerateTokenServiceTest ........ccccevviinieiiicenienncnn. 50
43 UnitTest JWtServiceTest ......coouerieririiniirienieneceeeseeee 51
44 UnitTest ProfileServiceTest ........ccceveriivirieniinenieneeiennn 51

xi



Gambar 4.
Gambar 4.
Gambar 4.
Gambar 4.
Gambar 4.
Gambar 4.
Gambar 4.
Gambar 4.
Gambar 4.

Gambar 4.

Universitas Bakrie

45 Gagal API /authentication/token/generate-token .................... 52
46 Gagal API /authentication/user/profile............ccccocveeeviennennnnnn. 52
47 Menjalakan unit teSt.........cccvveeriuieeririeeriee e 53
48 Investigasi Database MongoDB..........ccccoccvvviviiiicieeecieeee. 54
49 Memperbaiki field aCtiVe ........cccvevevieriieciiirieeiieieeeee e 54
50 Re-TUN UNIE EST...eiietiiiiieiieiieie ettt 54
51 Success /authentication/token/generate-token ........................ 55
52 Success /authentication/user/profile..........ccccceeveeeiienieenieennnn. 55
53 Result sonarscan before ..........ccceceveeriiiienienenieneeeeee, 56
54 Result Sonarscan after...........oceeveereereriienieneneneeeeeeeene 57

xii



Universitas Bakrie

DAFTAR TABLE
Table 2. 1 Referensi Table ............ooueeeeeeeeeiieeeiiieeiieeeiee e
Table 3. 1 Alat dan Bahan ...........eeeeeeeeeeeeeeeeee e 28
Table 4. 1 Result EXECULE APT ... 56

Xiii



