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INTEGRASI ROBOTIC PROCESS AUTOMATION (RPA) DALAM 

PROSES AUDIT KEAMANAN INFORMASI: STUDI EKSPLORATIF 

PADA PERUSAHAAN IT SERVICES 

Penulis : Masniari Sarah Christina Simorangkir 

ABSTRAK 

Dominasi aktivitas manual dalam penyelenggaraan audit keamanan informasi—mulai dari 

pengambilan data log, rekonsiliasi lintas sistem, pemeriksaan kepatuhan, hingga penyusunan 

laporan teknis—menjadi hambatan operasional yang nyata bagi perusahaan penyedia layanan 

teknologi informasi (IT services) di tengah meningkatnya tuntutan regulasi dan kompleksitas 

infrastruktur digital. Penelitian ini mengeksplorasi peluang integrasi Robotic Process 

Automation (RPA) sebagai respons strategis terhadap inefisiensi tersebut, menggunakan 

kerangka design thinking yang berpusat pada pengguna. Secara metodologis, penelitian bersifat 

kualitatif eksploratif yang mengoperasionalkan lima tahap design thinking—empati, 

pendefinisian, ideasi, pembuatan prototipe, dan pengujian—dengan teknik pengumpulan data 

berupa wawancara mendalam semi-terstruktur, observasi non-partisipan, analisis artefak, serta 

diskusi kelompok terfokus. Subjek penelitian meliputi auditor internal, manajer keamanan 

teknologi informasi, dan petugas kepatuhan pada satu perusahaan IT services di Indonesia. 

Temuan penelitian mengungkap lima nilai kesulitan bersama (shared pain value) yang bersifat 

sistemik: (1) dominasi pekerjaan manual berulang yang menyita 20–30 jam per siklus hanya 

untuk pengambilan dan validasi data; (2) cakupan pengujian yang sangat terbatas akibat 

ketergantungan pada sampling (5–10% populasi data); (3) keterlambatan penyampaian hasil 

audit rata-rata dua hingga tiga minggu; (4) dokumentasi audit yang tersebar dan sulit ditelusuri; 

serta (5) tekanan kepatuhan berlapis terhadap berbagai standar dan regulasi yang berlaku. 

Prototipe alur otomasi yang dibangun menggunakan Microsoft Power Automate berhasil 

melewati uji kelayakan teknis, memenuhi kesesuaian fungsional dengan prosedur audit aktual, 

serta mendapatkan penerimaan positif dari pengguna. Penelitian ini menegaskan bahwa 

pendekatan design thinking efektif menjembatani kecanggihan teknologi RPA dengan 

penerimaan organisasional—menghasilkan solusi yang benar-benar berakar pada kebutuhan 

nyata pengguna, bukan sekadar dorongan teknologi semata. 

Kata Kunci: Robotic Process Automation, Audit Keamanan Informasi, Design Thinking, 

Perusahaan IT Services, Microsoft Power Automate 
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ABSTRACT 

The pervasiveness of manual, repetitive tasks in information security auditing—

encompassing log data retrieval, cross-system reconciliation, compliance verification, and 

technical report generation—presents a critical operational bottleneck for IT services 

companies confronting escalating regulatory obligations and increasingly intricate digital 

infrastructures. This study investigates the integration potential of Robotic Process Automation 

(RPA) as a strategic countermeasure to such inefficiency, operationalized through a user-

centered design thinking framework. Methodologically, the research employs a qualitative 

exploratory design across five iterative design thinking stages—empathize, define, ideate, 

prototype, and test—with data gathered through semi-structured in-depth interviews, non-

participant observation, artifact analysis, and focus group discussions. Participants comprised 

internal auditors, IT security managers, and compliance officers at a single IT services firm in 

Indonesia. 

Five systemic shared pain values were identified: (1) repetitive manual workloads 

consuming 20–30 hours per audit cycle for data retrieval and validation alone; (2) severely 

constrained audit coverage stemming from sampling-based testing, reaching only 5–10% of the 

data population; (3) average audit result-delivery delays of two to three weeks; (4) fragmented 

audit documentation with limited traceability; and (5) compounding multi-layered regulatory 

compliance pressures. The automation workflow prototype, developed using Microsoft Power 

Automate, successfully passed technical feasibility testing, demonstrated robust functional 

alignment with actual audit procedures, and earned positive user acceptance. Taken together, 

these findings establish that design thinking serves as an effective sociotechnical bridge 

between RPA's technological capabilities and organizational readiness—ensuring that 

automation solutions are genuinely anchored in frontline user needs rather than driven by 

technology-push assumptions. 

Keywords: Robotic Process Automation, Information Security Audit, Design Thinking, IT 

Services Companies, Microsoft Power Automate 
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