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ABSTRAK

Penelitian ini bertujuan untuk mengevaluasi tingkat kematangan pengelolaan
keamanan informasi pada aset teknologi dan keamanan TI di PT XYZ,
khususnya pada Divisi IT Security. Penilaian difokuskan pada tiga domain
utama dalam Annex A, yaitu Organizational Controls, Physical Controls, dan
Technological Controls. Metode yang digunakan adalah analisis tingkat
kematangan (maturity level) untuk mengetahui sejauh mana kontrol keamanan
informasi telah diterapkan dan dikelola secara sistematis dalam organisasi.
Hasil penelitian menunjukkan bahwa tingkat kematangan keamanan informasi
secara keseluruhan berada pada Level 4 (Quantitatively Managed) dengan nilai
rata-rata 4,7 dari skala 5,0. Secara rinci, domain Organizational Controls
memperoleh nilai 4,7, Physical Controls 4,7, dan Technological Controls 4,8.
Divisi IT Security PT XYZ telah menerapkan pengelolaan keamanan informasi
secara terukur dan konsisten, didukung oleh inventarisasi aset yang
komprehensif, penerapan kontrol akses berbasis Multi-Factor Authentication
(MFA), serta pemantauan sistem secara real-time melalui teknologi Security
Information and Event Management (SIEM) dan Endpoint Detection and
Response (EDR). Masih terdapat kesenjangan kecil menuju Level 5
(Optimized) yang terutama berkaitan dengan penyempurnaan dokumentasi
formal dan standarisasi prosedur. Organisasi memiliki kesiapan untuk
mencapai Level 5 dalam waktu 6-12 bulan melalui peningkatan dokumentasi
klasifikasi aset, pengelolaan siklus hidup aset TI, serta penguatan prosedur

secure coding.

Kata Kunci: Information Security, Security Management, IT Security Division,
Indeks Keamanan Informasi (KAMI), ISO/IEC 27001:2022.
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INFORMATION SECURITY RISK MATURITY ANALYSIS OF
TECHNOLOGY ASSET AND IT SECURITY USING THE IS0 27001:2022
STANDARD APPROACH AT PT XYZ IT SECURITY DIVISION STUDY
CASE : PT XYZ IT SECURITY DIVISION

Lulu llma Firoh

ABSTRACT

This study aims to evaluate the maturity level of information security management
for technology assets and IT security at PT XYZ, particularly within the IT
Security Division. The assessment focuses on three main domains in Annex A,
namely Organizational Controls, Physical Controls, and Technological Controls.
The method used in this research is a maturity level analysis to determine the
extent to which information security controls have been implemented and
managed systematically within the organization. The results show that the overall
maturity level of information security is at Level 4 (Quantitatively Managed) with
an average score of 4.7 out of 5.0. In detail, the Organizational Controls domain
scored 4.7, Physical Controls scored 4.7, and Technological Controls scored 4.8.
The IT Security Division of PT XYZ has implemented information security
management in a measurable and consistent manner, supported by comprehensive
asset inventory practices, the implementation of Multi-Factor Authentication
(MFA) for access control, and real-time monitoring using Security Information
and Event Management (SIEM) and Endpoint Detection and Response (EDR)
technologies. There is still a minor gap toward Level 5 (Optimized), mainly
related to the improvement of formal documentation and the standardization of
procedures. The organization is considered ready to reach Level 5 within 6—12
months through improvements in asset classification documentation, IT asset
lifecycle management, and the strengthening of secure coding procedures.

Keywords : Information Security, Security Management, 1T Security Division,
Information Security Indeks, KAMI
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