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PERANCANGAN TAHAPAN KEAMANAN INFORMASI BERBASIS ISO
27001:2022 BERDASARKAN ANALISIS RISIKO MENGGUNAKAN OCTAVE
DAN FMEA DI PERUSAHAAN X

Sara Wirdya

ABSTRAK

Keamanan informasi penting untuk menjaga keberlangsungan proses bisnis Perusahaan X
yang bergantung pada sistem informasi. Penelitian ini bertujuan merancang tahapan
keamanan informasi berbasis ISO 27001:2022 melalui analisis risiko menggunakan
Operationally Critical Threat, Asset, and Vulnerability Evaluation (OCTAVE) dan Failure
Mode and Effect Analysis (FMEA). OCTAVE digunakan untuk mengidentifikasi aset kritis,
ancaman, dan kerentanan, sedangkan FMEA digunakan untuk menentukan prioritas risiko
berdasarkan Severity, Occurrence, dan Detection. Hasil penelitian mengidentifikasi empat
aset utama, yaitu ERP, HCGA, Database, serta Server dan Jaringan. Risiko prioritas yang
diperoleh meliputi ketiadaan pedoman keamanan informasi dengan RPN 720,
malware/ransomware 576, eksploitasi jaringan melalui BYOD 576, dan phishing 245.
Risiko tersebut dipetakan terhadap ISO 27001:2022 sebagai dasar penyusunan tiga
rancangan SOP, yaitu SOP Tata Kelola Keamanan Informasi, SOP Penggunaan Aset dan
Perangkat Pribadi (BYOD), serta SOP Penanganan Insiden Keamanan dan Kesadaran Siber.
Evaluasi teoritis menunjukkan estimasi penurunan RPN masing-masing menjadi 96, 144,
72, dan 63. Nilai tersebut merupakan estimasi rancangan pengendalian karena SOP belum
diimplementasikan.

Kata Kkunci: Keamanan Informasi, ISO 27001:2022, OCTAVE, FMEA, Standar
Operasional Prosedur.
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DESIGN OF AN ISO 27001:2022-BASED INFORMATION SECURITY
FRAMEWORK BASED ON RISK ANALYSIS USING OCTAVE AND FMEA AT
COMPANY X

Sara Wirdya

ABSTRACT

Information security is essential for maintaining business process continuity at Company X,
which relies heavily on information systems. This study aims to design information security
stages based on ISO 27001:2022 through risk analysis using the Operationally Critical
Threat, Asset, and Vulnerability Evaluation (OCTAVE) and Failure Mode and Effect
Analysis (FMEA) methods. OCTAVE is used to identify critical assets, threats, and
vulnerabilities, while FMEA is used to determine risk priorities based on Severity,
Occurrence, and Detection. The study identifies four main assets: ERP, HCGA, Database,
and Server and Network infrastructure. The priority risks are the absence of information
security guidelines with an RPN of 720, malware/ransomware with an RPN of 576, network
exploitation through BYOD with an RPN of 576, and phishing with an RPN of 245. These
risks are mapped to ISO 27001:2022 as the basis for designing three SOPs: Information
Security Governance, Asset and Personal Device Usage (BYOD), and Security Incident
Handling and Cybersecurity Awareness. The theoretical evaluation estimates the respective
RPN values to decrease to 96, 144, 72, and 63. These values are theoretical estimates
because the SOPs have not yet been implemented.

Keywords: Information Security, 1SO 27001:2022, OCTAVE, FMEA, Standard Operating
Procedure.
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