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KERJA SAMA ASEAN DALAM MEGHADAPI ANCAMAN DIGITAL Dl
KAWASAN MELALUI ASEAN DIGITAL MASTERPLAN 2025 (2021-2025)

Rahma Aprillia — 1211004074

ABSTRACT

This research analyzes ASEAN cooperation in addressing regional digital threats
through the ASEAN Digital Masterplan 2025 (ADM 2025) during 2021-2025.
This research employs a qualitative descriptive method using literature review
and document analysis. The concept of Confidence Building Measures (CBMs) is
applied to examine ASEAN s efforts to build trust through information sharing,
dialogue, transparency, and cybersecurity capacity building. The findings show
that ADM 2025 contributes to strengthening ASEAN digital cooperation through
capacity building, policy coordination, information sharing, and digital trust.
However, its implementation remains constrained by capacity gaps, regulatory
differences, and the principles of non-interference and consensus. Therefore,
ADM 2025 plays an important role in strengthening the foundations of regional
digital security and trust among ASEAN Member States.

Keywords: ASEAN, Digital Threats, ADM 2025, Cybersecurity, CBMs.

ABSTRAK

Penelitian ini menganalisis kerja sama ASEAN dalam menghadapi ancaman
digital di kawasan melalui ASEAN Digital Masterplan 2025 (ADM 2025) pada
periode 2021-2025. Penelitian menggunakan metode kualitatif deskriptif dengan
studi kepustakaan dan analisis dokumen. Konsep Confidence Building Measures
(CBMs) digunakan untuk melihat upaya ASEAN dalam membangun kepercayaan
melalui pertukaran informasi, dialog, transparansi, dan peningkatan kapasitas
keamanan siber. Hasil penelitian menunjukkan bahwa ADM 2025 berkontribusi
dalam memperkuat kerja sama digital ASEAN melalui peningkatan kapasitas,
koordinasi kebijakan, pertukaran informasi, dan pembangunan kepercayaan
digital. Namun, implementasinya masih menghadapi kesenjangan kapasitas,
perbedaan regulasi, serta prinsip non-interference dan konsensus. Dengan
demikian, ADM 2025 berperan dalam memperkuat fondasi keamanan digital dan
kepercayaan antarnegara ASEAN.

Kata Kunci: ASEAN, Ancaman Digital, ADM 2025, Keamanan Siber, CBMs.
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