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PERANCANGAN DAN SIMULASI SEGMENTASI JARINGAN 

MENGGUNAKAN VIRTUAL LOCAL AREA NETWORK 

(VLAN) PADA INFRASTRUKTUR LOCAL AREA NETWORK 

INDUSTRI RITEL 

Muhammad Fathan Hafizh 

ABSTRAK 

Perkembangan teknologi informasi mengharuskan perusahaan memiliki sistem 

jaringan komputer yang terstruktur, efisien, dan gampang dikelola. Untuk 

perusahaan ritel dengan berbagai divisi operasional, pengelolaan jaringan harus 

mampu memisahkan lalu lintas komunikasi antar divisi agar lebih terorganisasi. 

Jika jaringan Local Area Network (LAN) belum menerapkan segmentasi, semua 

perangkat akan berada dalam satu broadcast domain, yang berpotensi menyebabkan 

peningkatan lalu lintas broadcast dan pengelolaan komunikasi antar bagian menjadi 

kurang optimal. 

Penelitian ini bertujuan untuk merancang dan mensimulasikan Virtual Local Area 

Network (VLAN) sebagai solusi untuk segmentasi jaringan dalam studi kasus 

jaringan LAN di lingkungan industri ritel. Metodologi yang diterapkan adalah 

Network Development Life Cycle (NDLC), termasuk analisis kebutuhan, 

perancangan topologi, implementasi konfigurasi VLAN di switch Layer 2, serta 

pengujian konektivitas jaringan. Simulasi dilakukan menggunakan Cisco Packet 

Tracer untuk memastikan konfigurasi sesuai dengan rancangan. 

Hasil penelitian menunjukkan bahwa sebelum penerapan VLAN, semua perangkat 

dapat saling berkomunikasi dalam satu jaringan. Setelah segmentasi menggunakan 

VLAN, perangkat hanya mampu berkomunikasi dengan perangkat dalam VLAN 

yang sama, sementara komunikasi antar VLAN dibatasi. Penerapan VLAN berhasil 

membagi jaringan menjadi beberapa broadcast domain, membuat jaringan menjadi 

lebih terstruktur, terorganisir, dan lebih mudah dikelola. 

Kata kunci: Virtual Local Area Network (VLAN), network segmentation, Local 

Area Network (LAN), Cisco Packet Tracer, Network Development Life Cycle 

(NDLC)
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DESIGN AND SIMULATION OF NETWORK 

SEGMENTATION USING VIRTUAL LOCAL AREA 

NETWORK (VLAN) ON LOCAL AREA NETWORK 

INFRASTRUCTURE IN THE RETAIL INDUSTRY 

Muhammad Fathan Hafizh 

ABSTRACT 

The rapid development of information technology requires companies to establish 

structured, efficient, and well-managed computer network systems. A retail 

company with multiple operational divisions generally requires a network 

management system capable of separating communication traffic between divisions 

in order to maintain an organized and efficient network environment. In a Local 

Area Network (LAN) environment without segmentation, all devices exist within a 

single broadcast domain, which may increase broadcast traffic and reduce 

communication efficiency between departments. 

This study aims to design and simulate a Virtual Local Area Network (VLAN) as a 

network segmentation solution for a case study of a LAN environment in the retail 

industry. The research method applied in this study is the Network Development 

Life Cycle (NDLC), which consists of the stages of requirement analysis, topology 

design, VLAN configuration implementation on a Layer 2 switch, and network 

connectivity testing. The simulation process was carried out using Cisco Packet 

Tracer to ensure that the configuration operates according to the proposed design. 

The results show that before VLAN implementation, all devices were able to 

communicate within the same network. After network segmentation using VLAN, 

devices were only able to communicate within the same VLAN, while inter-VLAN 

communication was restricted. The implementation of VLAN successfully divided 

the network into multiple broadcast domains, resulting in a more structured, 

organized, and manageable network infrastructure. 

Keywords: Virtual Local Area Network (VLAN), network segmentation, Local Area 

Network (LAN), Cisco Packet Tracer, Network Development Life Cycle (NDLC).
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