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Abstrak 

Serangan siber yang terjadi di Indonesia sudah sangat marak terjadi. Jumlah serangan siber yang 

ada terus meningkat seiring dengan berjalannya waktu. Aksi peretasan banyak menyerang situs 

dengan domain ‘.go.id’ atau situs badan publik. Sebuah situs badan publik memiliki fungsi untuk 

menjadi layanan yang memudahkan masyarakat dalam mengakses informasi terkait suatu lembaga 

pemerintahan, tentunya dari sebuah situs badan publik diperlukan sistem keamanan siber yang 

baik serta aman agar tidak terjadi penyalahgunaan atau kesalahan teknis dalam kelangsungan 

layanan situs badan publik tersebut. Sesuai dengan fungsi negara yang mana melindungi segenap 

bangsa nya, pemerintah sudah memiliki lembaga-lembaga dari kementerian maupun non 

kementerian untuk melindungi penggunaan internet di dunia maya agar kegiatan di dunia dapat 

dilakukan dengan lancar dan aman. Sayangnya, lembaga yang dibuat belum optimal pelaksanaan 

tugasnya dalam mengurangi jumlah serangan siber yang ada. Maka dari itu disarankan untuk 

memanfaatkan penggunaan dari teknologi kecerdasan buatan. Kelebihan yang dimiliki oleh 

kecerdasan buatan ini dirasa dapat membantu meningkatkan sistem keamanan siber dari situs 

badan publik yang ada agar tidak terus terjadi peretasan. 
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Ayu Wulandari 

 

 

Abstract 

Cyber attacks that have occurred in Indonesia are very common. The number of existing 

cyberattacks has continued to increase over time. Many hackers attack sites with the '.go.id' domain 

or the government sites. A government website has a function to be a service that makes it easier 

for the public to access information related to a government agency, of course, from a government 

website, a good and safe cybersecurity system is needed so that there is no abuse or technical error 

in the continuity of the government website services. In accordance with the function of the state 

which protects the entire nation, the government already has agencies from ministries and non-

ministries to protect the use of the internet in cyberspace so the activities in the cyberspace can be 

carried out smoothly and safely. Unfortunately, the institution that has been created has not yet 

implemented its duties optimally in reducing the number of existing cyber attacks. Therefore it is 

suggested to take advantage of the use of Artificial Intelligence technology. It is felt that the 

advantages possessed by Artificial Intelligence can help improve the cybersecurity system of 

existing government websites so that cyber attacks do not continue to happen. 

 

Keyword: Government Site, Cyber Attack, Cyber Security, Artificial Intelligence



 
 

Daftar Isi 

 
HALAMAN PENGESAHAN ................................................................................................... i 

BAB I ......................................................................................................................................... 1 

PENDAHULUAN ...................................................................................................................... 1 

1.1Latar Belakang ....................................................................................................................... 1 

1.2Pokok Permasalahan .............................................................................................................. 6 

1.2.1Rumusan Masalah ............................................................................................................... 6 

1.2.2Pertanyaan Penelitian .......................................................................................................... 6 

1.3Batasan Penelitian .................................................................................................................. 7 

1.4Tujuan dan Signifikansi Penelitian ......................................................................................... 7 

1.1Sistematikan Penulisan ........................................................................................................... 7 

BAB II ........................................................................................................................................ 9 

Tinjauan Literatur ....................................................................................................................... 9 

2.1Kerangka Teori ...................................................................................................................... 9 

2.1.1 Neorealisme ....................................................................................................................... 9 

2.1.2 Digital Government .......................................................................................................... 10 

2.1.3 Artificial Intelligence........................................................................................................ 13 

2.2 Tinjauan atas Penelitian Sebelumnya ................................................................................... 15 

2.3  Kerangka Pemikiran ........................................................................................................... 18 

2.4  Operasional Konsep ........................................................................................................... 19 

BAB III ..................................................................................................................................... 21 

METODE PENELITIAN .......................................................................................................... 21 

3.1 Pendekatan dan Jenis Penelitian .......................................................................................... 22 

3.1.1 Pendekatan Penelitian ....................................................................................................... 22 

3.1.2 Jenis Penelitian ................................................................................................................. 22 

3.1.2.1 Berdasarkan Tujuan dan Manfaat .................................................................................. 22 

3.1.2.2 Berdasarkan Waktu ....................................................................................................... 23 

3.1.2.3 Berdasarkan Teknik Pengumpulan Data ........................................................................ 23 

3.2 Teknik Pengumpulan Data .................................................................................................. 23 

3.2.1 Wawancara Mendalam ..................................................................................................... 24 

3.2.2 Wawancara Tidak Langsung............................................................................................. 24 



 
 

3.2.3 Studi Kepustakaan ............................................................................................................ 24 

3.3 Teknik Analisis Data ........................................................................................................... 25 

3.4 Timeline dan Lokasi Penelitian ........................................................................................... 25 

3.5 Output Penelitian ................................................................................................................. 27 

BAB IV .................................................................................................................................... 28 

PEMBAHASAN DAN ANALISIS ........................................................................................... 28 

4.1 Peran Negara menghadapi Serangan dan Pertahanan Siber .................................................. 28 

4.1.1 Perkembangan Serangan Siber.......................................................................................... 28 

4.2 Serangan Siber pada Siber Situs Badan Publik Indonesia ..................................................... 47 

4.2.1 Tipologi Serangan Siber pada Situs Badan Publik Indonesia............................................. 47 

4.2.2 Kesiapan Infrastruktur, Perangkat dan Kebijakan Keamanan Siber Situs Badan Publik 

Indonesia................................................................................................................................... 53 

4.2.3 Upaya Negara Memperkuat Keamanan Siber Situs Badan Publik Indonesia ..................... 65 

4.3 Strategi Pemanfaatan Artificial Intelligence ke dalam Keamanan Siber Situs Badan Publik 

Indonesia................................................................................................................................... 68 

4.3.1 Kekuatan dan Peluang dari Pemanfaatan Artificial Intelligence ke dalam Keamanan Siber 

Situs Badan Publik Indonesia .................................................................................................... 68 

4.3.2 Kelemahan dan Ancaman Artificial Intelligence ke dalam Keamanan Siber Situs Badan 

Publik Indonesia........................................................................................................................ 76 

BAB V ...................................................................................................................................... 90 

PENUTUP ................................................................................................................................ 90 

5.1 Kesimpulan ......................................................................................................................... 90 

Daftar Pustaka ........................................................................................................................... 94 

 

 

 

 

 

 

 

 



 
 

Daftar Gambar 

Gambar 4.1 Perbandingan Jumlah Serangan Siber ..................................................................... 31 

Gambar 4.2 Rekapitulasi Aduan Siber tahun 2019 ..................................................................... 32 

Gambar 4.3 Peretasan Situs www.presidensby.info ................................................................... 52 

Gambar 4.4 Peretasan Situs Kemendagri ................................................................................... 52 

Gambar 4.5 Belum disahkannya RUU Persandian ..................................................................... 64 

Gambar 4.6 Tampilan Situs Gov-CSIRT Indonesia ................................................................... 67 

Gambar 4.7 Peta Keamanan Siber Indonesia ............................................................................. 72 

Gambar 4.8 Skema Proses Kerja Artificial Intelligence ............................................................. 76 

Gambar 4.9 Gambaran Dinamika Perkembangan Teknologi Artificial Intelligence di Indonesia 80 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 



 
 

Daftar Tabel 

Tabel 4.1 Daftar Serangan Siber terhadap Situs Badan Publik Indonesia ................................... 48 

Tabel 4.2 Timeline Situasi Serangan Siber sebelum dan setelah Pedoman Pertahanan Siber dirilis

 ................................................................................................................................................. 60 

Tabel 4.3 Skema Letak Artificial Intelligence di dalam Keamanan Siber Situs Badan Publik..... 71 

Tabel 4.4 Peta Okupasi.............................................................................................................. 73 

Tabel 4.5 Rangkuman Peraturan Menteri Kominfo Nomor 32 Tahun 2017 tentang 

Penyelenggaraan Portal dan Situs Web Badan Pemerintahan ..................................................... 81 

 

 

 

 

 

 

 

 


