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TESTING DAN IMPLEMENTASI HARDWARE SECURITY MODULE 

(HSM) MENGGUNAKAN METODE PENETRATION TESTING PADA 

BI-FAST (STUDI KASUS: BANK XYZ) 

Farris Fauzan 

ABSTRAK 

Penelitian ini mengevaluasi keamanan SoftHSM terhadap serangan Brute Force 

dan DDoS serta menguji performa proses sign-in key pada HSM Luna 7 Network. 

Penetrasi testing menunjukkan bahwa meskipun terdapat upaya serangan Brute 

force dan DDoS, SoftHSM berhasil mempertahankan integritas kunci 

kriptografinya dan tidak mengalami kebocoran data sensitif. Uji performa HSM 

Luna 7 Network menunjukkan efisiensi tinggi dalam menangani proses sign-in 

key, memenuhi kebutuhan keamanan dan kinerja optimal. Hasil pengujian 

menunjukan bahwa baik SoftHSM maupun HSM Luna 7 Network mampu 

melindungi data upaya penyerangan Brute Force. Data sesnsitif yang terenkripsi 

dalam key tetap aman meskipun mengalami serangan. 

Kata kunci: SoftHSM, Brute Force, DDoS, HSM Luna 7, Keamanan Kriptografi 
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TESTING AND IMPLEMENTATION OF HARDWARE SECURITY 

MODULE (HSM) USING PENETRATION TESTING METHOD AT BI-FAST 

(CASE STUDY: XYZ BANK) 

Farris Fauzan 

ABSTRACT 

This research evaluates the security of SoftHSM against Brute Force and DDoS 

attacks and tests the performance of the key sign-in process on the HSM Luna 7 

Network. Penetration testing demonstrated that despite attempts of Brute Force 

and DDoS attacks, SoftHSM successfully maintained the integrity of its 

cryptographic keys and experienced no sensitive data leakage. Performance 

testing of the HSM Luna 7 Network showed high efficiency in handling the key 

sign-in process, meeting both security and optimal performance requirements. 

Test results indicate that both SoftHSM and HSM Luna 7 Network are capable of 

protecting data from Brute Force attacks. Sensitive data encrypted within the key 

remained secure even when subjected to attacks. 

Keywords: SoftHSM, Brute Force, DDoS, HSM Luna 7, Cryptographic Security. 
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